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1. Overview

Traditionally, accessing a remote HMI is a convoluted job. Security concerns and
tricky network parameters setup makes it difficult for many HMI users. And even
with proper setup, access is still quite limited, allowing connection to only one HMI

within the remote network. However, with EasyAccess 2.0, this has all changed.

EasyAccess 2.0 provides a new way for accessing an HMI from anywhere in the world.
With EasyAccess 2.0, it becomes very easy to monitor and troubleshoot HMI and PLC
that are at a remote location as long as Internet connection is available. As
EasyAccess 2.0 already takes care of network settings and addresses security issues,
the user can connect easily to the HMIs as if they were on the local network.

Moreover, it is possible to have access multiple HMIs within a network.

EasyAccess is also a remote supporting service. Consider the case in which a machine
builder has sold his machine with a Weintek HMI installed, and one of his oversea
customers is reporting a problem, which may or may not require inspection by an
engineer. He can remotely connect to the HMI through EasyAccess 2.0 to investigate
the problem. The customer needs no extra network configuration, just Internet
connection. In addition, he can also update the HMI project, monitor the PLC by

Ethernet Pass-through, or even update the PLC program.

2. Features

Secure connections
Little PC setup required; no router setup required
User friendly administrator and client Ul

Supports pass-through and proxy server

3. System Requirement and Installation

System Requirement

# PC Operation System: Windows XP, Windows 7, Windows 8 (32 / 64bit)
(Require Administrator privilege)

® Weintek HMI with EasyAccess 2.0 feature activated (Eligible HMI models)

# [nternet Connection
#® EasyBuilder Pro V4.10.05 or later
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® iPad:iOS 7.0 or above
® Android: V4.1.2 or above

Installation
1. Download the setup.exe file from EasyAccess 2.0 homepage and open it.

Select the language for the installation process, and then click [Next].
If there is a previous version of EasyAccess 2.0 on the PC, please remove it

before installation .

E=S[Ech =3

Welcome to the EasyAccess 2.0
Setup Wizard

1@ Setup - EasyAccess 2.0

This will install EasyAccess 2.0 version 2.2 on your computer.

Itis recommended that you close all other applications before
continuing.

Click Next to continue, or Cancel to exit Setup.

[ Next > | [ Cancel

2. Select a folder for EasyAccess 2.0 installation, or use the default folder. Click

[Next].

i
i

1@ Setup - EasyAccess 2.0
Select Destination Location ~
Where should EasyAccess 2.0 be installed? C

Setup will install EasyAccess 2.0 into the following folder.

To continue, dick Next. If you would like to select a different folder, dick Browse.

C:\Program Files (x86)\EasyAccess 2.0 Browse...

At least 106.7 MB of free disk space is required.

[ < Back ” Next > ][ Cancel ‘

3. Select a start menu folder, or use the default folder. Click [Next].
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4.

5.

6.
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ﬁ?j’ Setup - EasyAccess 2.0

Select Start Menu Folder
Where should Setup place the program'’s shortcuts?
S i Setup will create the program'’s shortcuts in the following Start Menu folder.

To continue, dick Next. If you would like to select a different folder, dick Browse.

EasyAccess 2.0 Browse...

[ < Back ][ Next > ][ Cancel

]

Select additional tasks, for example: [Create a desktop icon]. Click [Next].

15 Setup - EasyAccess 2.0 =] B [
Select Additional Tasks ~
Which additional tasks should be performed? @

Select the additional tasks you would like Setup to perform while installing EasyAccess
2.0, then dick Next.

Additional icons:

[¥] Create a desktop icon

[ < Back ][ Next > ]{ Cancel

]

Confirm all setting. To change the setting, click [Back]. To start installation,
click [Install].

ﬁ?j’ Setup - EasyAccess 2.0 = ‘F@

Ready to Install ~
Setup is now ready to begin installing EasyAccess 2.0 on your computer. @
N

Click Install to continue with the installation, or dlick Back if you want to review or
change any settings.

Destination location:
C:\Program Files (x86)\EasyAccess 2.0

Start Menu folder:
EasyAccess 2.0

Additional tasks:
Additional icons:
Create a desktop icon

< Back ][ Install ]{ Cancel

]

Installation progress.
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ﬂ?j’ Setup - EasyAccess 2.0 = F@
Installing
Please wait while Setup installs EasyAccess 2.0 on your computer, @
Extracting files...
C:\Program Files (x86)\EasyAccess 2.0\EA_V20200_ReleaseNotes_20150328_cn.pdf
=
7. Click [Finish] to complete the installation.
ﬂ?j’ Setup - EasyAccess 2.0 = @ | =
Completing the EasyAccess 2.0

Setup Wizard

Setup has finished installing EasyAccess 2.0 on your
computer. The application may be launched by selecting the
installed icons.

Click Finish to exit Setup.

[¥] Launch EasyAccess 2.0

Here is a list of notable files in the installation folder:

T

cMT Viewer The PC application for accessing a cMT-SVR.

EasyAccess 2.0 The main program used to establish remote

connection to an HMI.

gui_30 An essential component when using HMI

Viewer to monitor a remote HMI.

PC Activator Application for activating EasyAccess 2.0 for
HMI on the network.

EA_V2xxxx_ReleaseNotes Release notes documenting important

(pdf) changes of EasyAccess 2.0 to date.
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4. Getting Started

Understanding EasyAccess 2.0

EasyAccess 2.0 access technology is quite different from traditional way of remote

access method. Here are some notable points:

Traditional remote connection EasyAccess 2.0
(blue links) (green dotted links)
# Connection traffic must pass ® PC and HMI both connect to a
through a number of firewalls, dedicated VPN server, through
which means there are layers which data are exchanged.

of network settings.

# Network/Router setting is ® No additional network setting is
mandatory; therefore, required.
coordination with the IT
department is crucial.

® For one WAN IP, only one # For one WAN IP, multiple devices

device can be connected. can be connected.
#® For a device behind two or # Being behind several routers does

more routers, connection not affect EasyAccess 2.0

might not be possible. connectivity at all.

VPN Server
WAN IP:9.10.11.12
VPN IP: 10.8.0.1

HMI Firewall Firewall PC
LAN IP: 192.168.0.5 WAN IP:5.6.7.8 WAN IP: 1.2.3.4 LAN IP: 192.168.1.5
VPN IP: 10.8.0.16 LAN IP: 192.168.0.254 LAN IP: 192.168.1.254 VPN IP: 10.8.0.4

EasyAccess 2.0 Network Overview
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Understanding Domain, HMI Group, and User

The basic management block is Domain, under which HMIs, HMI Groups, and

Domain Users exist. An HMI, upon activation, can be added to a domain.

Activation: The first step towards using EasyAccess 2.0. Each HMI has its EasyAccess
2.0 feature disabled by default, and must be activated in order to use the feature. A
purchased license can be used to activate any one of the supported models; however,

once an HMI has been activated, its license cannot be transferred to another HMI.

Domain and Domain Admin: The basic block of HMI management. One Domain
account may contain a number of Users, HMIs and HMI groups. However, each HMI
can belong to only one Domain. The Domain Administrator manages all aspects the
domain through the web-based portal at (https://account.ihmi.net). Note that

domain account is not used for logging in the EasyAccess 2.0 client program.

HMI Group: A subset of HMIs within a domain. A user in an HMI Group can access all
HMI in that group. For the Domain Admin, HMI Groups provide an easy way for
management of user access to HMI. An HMI can belong to more than one HMI

groups.

User: A user holds the account used to login in to the EasyAccess 2.0 program. They
are allowed access to HMIs for which it has direct association, and also HMIs within
the group it is associated with. User’s relationship with HMIs and HMI Groups are

managed by the Domain Admin.

The prime principle governing HMI management in EasyAccess 2.0:

An HMI can belong to one domain only at any given time


https://account.ihmi.net/
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Example
Consider the following figure for an illustrative example of a domain.

#® In this example, the domain, named “MyDomain” has two users, Peter and
Nina.

#® In this example, HMI are grouped together as Group I, Group Il, Group lll...etc,
and one HMI belong to more than one groups. (HMI A)

#® Users can belong to many groups, and have access to the HMI in the groups they
belong to. (User Peter & Group 1)

#® Users can be directly associated with HMI and have access to them. (User Nina
& HMI J)

® Multiple users can access the same HMI, whether by assignment to groups (HMI
A) or by direct association (HMI H).

All of this is done by the Domain Admin. The Domain Admin can exercise large

amount of freedom in domain management.

User Peter

My Domain :

Uszer Nina

Group List D D D

HMIA HMI B HMIC

A sample domain “MyDomain”
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Setup Checklist

(2 Register
(D Activate HMI HMI to

(3 Connect

Domain 59

Please review the following checklist to start using EasyAccess 2.0. See relevant

sections describing the functions in detail.

Check Relevant Section

v The HMI must be activated. (5. Activate an HM|)
v' The HMI must be registered in a (6. Add an HMI to a Domain)
Domain. (7. Manage the Domain)

v" The HMI must be programmed to (8. Confiqure EasyBuilder Pro Project)

go online. (9. Connect the HMI to EasyAccess 2.0)

v" The user must have a user account (7. Manage the Domain)

which is associated with an HMI.

v' EasyAccess 2.0 must be installed. (10. EasyAccess 2.0 PC client Program)

Having all set up, the user may then initiate remote connection to the HMI!
(11. Connect to the HMI by EasyAccess 2.0)
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5. Activate an HMI

The HMI must have been activated in order to be connected using EasyAccess 2.0.

Check its activation status on HMI in the [EasyAccess 2] tab of the [System settings]
page.

Your HMI may have been activated already. If not, an HMI can be activated by one of

the following means:

#® Self-serve activation with activation codes on Domain web page
#® Self-serve activation with activation codes on PC Activator

#® Activation by Weintek’s authorized dealer

In either case, HMI’s Hardware key will be required. Locate it in the [EasyAccess 2]

tab of system setting.

System settings P

Network! Time/Date“ Se \NC Easy Access 2

Easy Access 2 is not activated!!

account : ||

password : I

HWkey =K47RTICK-35BZ-3CPT
-XBZX-LREI-TTIVNMMNE

Proxy Refresh Activate

Prev | MNext | éCanceI | Apply | OK - |

Activation status and Hardware key
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With an Activation Card

If you have an activation card, you may activate the HMI with the Activation codes

printed on the card through the domain management system.

EasyAccess

nfiguration

ctivat Qs :
Activation EAA00001 qwﬁﬁ:m

Card

Activation Card

1.  Visit https://account.ihmi.net login to your Domain with your credential.
2. In [Devices] tab » [Add HMI], enter the Hardware key and your Activation

code

Note: Activation by activation card will also add the HMI to the domain.

+ Add HMI Weintek FAE
Action type Using activation card -
Hardware key *

X3POSPSS-YZFZ-PJC3-QOED-HFP7-3G5N5IB

Activation code *

1234 - 4568 - 5563 - 2232

Custom Field1

Test

Custom Field2

Activation

Custom Field3

Activation by activation code

10
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With an Activation Card on PC Activator

Alternatively, use the helper application “PC Activator” to facilitate activation

process.
1. Run PC Activator.
2. Enter Domain Admin’s credential and Activation code.

3.  From the HMI list, select the one to be activated. The HW key will be

loaded to the display field.

4. Depending on the HMI’s current activation status, the button below will

show “Activate” or “Already activated.

5. For ones that shows “Activate”, click on the button to complete activation.

Note: Support for PC activator varies among different model and OS versions.

EasyAcces
Domain HMI List
Test HMI Name Type
Username Default HMI eMT Series
gomi @ Default HMI 3 . MTB100iE
FEEE Default HMI MTB121iE
cMT-69A0 cMT-SVR
Activation code
HW Key
3?.527‘-’\"7RD-WRE -5AMZ-3YYB-E3IK-43HF75UT
PC Activator

By Hardware key through dealer

1. Provide the Hardware key to your dealer for assistance.

11

c
Private IP
192.168.1.17
1982.168.1.18
192.168.1.38
192.168.1.3¢
Log History >
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6. Add an HMI to a Domain

An HMI must belong to a domain to use EasyAccess 2.0 service.

When an HMI is activated by activation card, it is automatically added to that domain
in which it is activated. However, when an activated HMI does not currently belong to
any domain, once it goes online, it will obtain a set of Session ID/Password, which

can be used to add the HMI to a domain.

EasyAccess 2.0 service requires that each HMI belong to only one domain. Therefore,
once an HMI is added to one domain, it cannot be added to another one. Another
Domain Admin will not be able to add that HMI even with the same Session
ID/Password. For an HMI to be transferred to another domain, it needs to be
removed from its current domain, and then it can be added to another domain with

its new Session ID/Password.
How to find Session ID/Password?

Session ID/Password are generated uniquely for the HMI by the EasyAccess 2.0

service, the HMI must go online in order to receive this piece of information.
1.  First, create and download an EasyBuilder program that displays Session
ID/Password (system registers [LW-10821] to [LW-10827]), and allows

setting LW-10820, the connection control register.

The above setup has been made available in a demo project and the

template files.
2. Let HMI go online by setting [LW-10820] to ON.
3. Once successfully connected, HMI will display the Session ID/Password.

Review Chapter 8, Confiqure EasyBuilder Pro Project for more information.

12
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EasyAccess 2.0

Bypasses firewall restriction and alllows
you to remotely control any PLCs via the Interne

N

State : Online

Error code : Success Clear |

Session ID : 879628085

(-1: Error, 0: Already added in a domain, other: Ready to join)

Password : 4231

Demo Project showing Session ID/Password

Add to domain by Session ID/Password

In domain page, under the “Devices” tab, click “Add HMI”, and then enter the Session

ID/ Password and notes if needed.

+ Add HMI Weintek FAE
Action type Activate by session id/password b
Session ID*
879628085
Password *
4231
Custom Feld1
MTB000IE

Custom Field2

Peter

Custom Field3

m C‘OSE

Add to Domain by Session ID/Password

13
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7. Manage the Domain

Go to https://account.ihmi.net to access the domain management system

Domain Creation

Anyone can create a new domain for free. A valid e-mail address is required.

® Create Domain

New Domain Name ‘

Login Password
Confirm Password

Name

Email

Continents / Regions  Africa -
Country  Algeria -

Company Name

Create a Domain

User Management

The User list displays all users and their information in the Domain. It shows whether
a user is associated with any HMI and if the user belongs to any HMI group. In this
page, the Admin can carry out user management actions: Add User, Edit User, Delete
User, or Copy User here. For domains with a large number of users, search tool is also
available.

14
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Devices

RWE!NTEK

User list (10)

Peter

Weintek_FAE/admin 2|

-

2. EditUser 2. DeleteUser $& Copy User
User Name HMI HMI type + Column2 +

2 Nicolas

2 Nina

2 Peter » B3 FAE_Taipei

4 [ UM_Group
®E user_manual MT8100iE

2 Sean

2 tesi_user

2 WK_kohan

2 WK_larry

2 WEK_maofan

2 user_manual

user_name_ps @

List of Users

The Admin can create a new user ID in this window by
providing an email address. Password information will be
sent along with a confirmation email to the address
provided. The new user must confirm registration by

following the link in the mail to complete registration.

+ Add user Weintek_FAE x

New user id

Weintek_FAE \ user_manual

Personal email
mymaileweintek.com

Send password to user

Add New User

Y, Edit User

The Admin can edit the HMI and HMI Group association for
the selected user.

15
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HMI/HMI Group » HMI

Edit the selceted user’s association with HMls.
HMI/HMI Group » Group

Add/Remove the selected user to/from HMI Groups.

» Edit User user_name_ps

HMI/HMI Group Account Setting
HMI +
Group HMi type v HWKey + =

» 9 FAE Taipei
» B Nina_test
» M no
» B Test_Taipei
» £ UM_Group

Adding a user to HMI groups
Account Setting
View infomration about this user account, and edit

description and email information.

2. Delete User

Delete the selected user from this domain.

22 Copy User

Create a user with the same HMI/HMI Group association.

Search for a user by name

2 user_name_ps O

A user whose name has a @ mark beside indicates that the

user is not assigned to any HMI.

Device Management

The HMI list shows all HMs registered in the current domain, and the HMI Group list

shows all groups currently existing in this domain. The first column can sort the HMI

by name, while the other columns can be set to show the following information:

Private IP, Public IP, Activation Date, or Custom Field.

16
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EasyAcces

User Devices Weintek_FAE/admin B

HMI Name & Type + Private IP v Column2 « Column3 «

HMI Management (11)

192.168.1.88
162.168.1.33
192.168.1.68
192.168.1.44
192168523
192.168.1.144
192.168.1.161
192.168.1.45

192.168.1.52

192.168.1238

® E MTB100E_Larry 192.168.1.36

HMI List

Add a new HMI to the domain.
Action type » Using activation card
Activate the HMI and add it to the current domain.
Hardware key and activation code are required.
Action type » activate by session id/password
Add the HMI to the current domain by Session ID/Password.
Session ID/Password is required.
Edit the selected HMI
User/HMI Group tab » User
Edit user association with the selected HMI.
@ Edit HMI User/HMI Group tab » HMI Group
Add/Remove the selected HMI from the HMI groups.
Activation Information

View Hardware key and other information about this HMI.

Delete the selected HMI from this domain. Once deleted,
@ Delete HMI the HMI can be added to another domain with a new session

id/password.

Search for HMI by name. Enabling filter function will show

Filter v

only assigned / unassigned or all HMI.

17



EasyAccess 2.0 Startup Guide L_“ WE!NTEK

HMI Group Icon Function ‘

Create a new HMI group.

Edit the selected HMI group

HMI/User tab » HMI

Add/Remove HMI from the selected group.
% EditGroup  HMI/User tab » User

Edit user association with the selected group.

General Setting

View information about this HMI group.

£ Delete Group Delete the selected HMI group.

Note: once an HMlI is deleted from current domain, it can then be added to another
domain. To add it back again, you will need the session id/password.

18
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8. Configure EasyBuilder Pro Project

EasyBuilder Pro System Tags

A number of system tags are added to EasyBuilder Pro for exclusive use of EasyAccess
2.0.

System Tag Function
Connect/Disconnect EasyAccess 2.0

LW-10820 (16bit) 0: Disconnect

1: Connect

EasyAccess 2.0 Online Status
0: Disable

1: Offline

2: Online

3: Occupied

LW-10828 (16bit)

4: Download client update

Error code provides information about error status while the
HMI is going online on EasyAccess 2.0.

0: Success.

(Connection successful)

1: Not activated.

( EasyAccess 2.0 function is not activated on the HMI)

2: Log-in timeout

. (Outbound connection is broken or the server is down)

LW-10829 (16bit)

3: Certificate expired

(License Key has expired. Please check with distributor.)

4: HMI client not ready

(Open and close client too frequently)

5: HMi client will update

(Update is downloaded and ready)

6: HMI client does not exist

(Client program does not exist in HMI memory)

LW-10821
(5words, ASCII)

Session ID. This is used to add an HMI to a Domain.

19
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LW-10826
(2words, ASCII)

Session Password. This is used to add an HMI to a Domain

Note: Demo pages using these system registers have been added to the template file
in EasyBuilder Pro. Look for them when opening a new file to save time in your

project design. Refer to Appendix for an example.

EasyAccess 2.0 Setting

70: Login & Logout FKF?
Add account roxy
: Delete account Start - Setting

.. 73 : Set privilege

74 : Set password Command: %p
. 75
875 £y hccess 20 Seting] State: M:<able
- 77 : Easyhccess 2.0 Proxy Set
.78 Error code: ®itcess
. 79
80 Session ID: KAAAAAAAAA
B
.82 Password: KAAA
.. B3
e Hardware key: APAAARARARARAARARAARALNDL

:2 s
87 Close
. 38 https://account.ihmi.net

EasyAccess Page in the Template File

20
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9. Connect the HMI to EasyAccess 2.0 Servers

With an activated HMI, go through the following step to connect to the EasyAccess

2.0. Ensure that this practice is done in the project in order to use EasyAccess 2.0.

1. Configure the EasyBuilder Pro project. In the EasyBuilder project, the user
should be able to write to LW-10820.

2. Write “1” to LW-10820 to go online. HMI’s EasyAccess 2.0 status should be

“Online”. Session id/password will be displayed accordingly, depending on

whether the HMI has been added to a domain.

21
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10. EasyAccess 2.0 PC client Program

EasyAccess 2.0 is provided as a standalone program that can be installed on the PC. It

can be used independent of the EasyBuilder software suite.

Download the software from Weintek’s website at:

http://www.weintek.com/globalw/Software/EasyAccess.aspx

Installing adaptors

During the first program run, the software will detect whether necessary adaptors

are present. If not, they will be installed automatically.

Login

Domain name, Domain username and password are required for login.

EasyAcces

Test Domain

Test_User

' Remember me
v Remember my password

D Sign me in automatically

Login to EasyAccess 2.0

Main screen

Once successfully logged in, the main screen will show all HMIs for the user and their
online states. HMIs that are online will have a connect button and a setting button.

There is no limit on the number of HMIs that can be simultaneously connected from

22


http://www.weintek.com/globalw/Software/EasyAccess.aspx

EasyAccess 2.0 Startup Guide L_“ WE!NTEK

the program. However, once an HMl is connected by a user, it goes into “occupied”
state and cannot be connected by another user before the first connection has been

terminated.

2 Peter EasyAcces

Q search HMI (-] E =

D -2 Default HMI icol
e nicolas

LOG

Default HMI MT-6559 Default HMI
c:e()"?lli ec: Offline i:ei);?l:lé

L]

EasyAccess 2.0 Main Screen

Functions of icons on Main screen:

Logged in user name

Q user HMI searchffilter
E — Tile view/ List view
ﬂ Settings
Logout of current user

E Displays connection and gui logs.

Description

General » Enable/Disable traffic display under the HMI.

Network traffic
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Information Software version

Language Select the language
Languages available: English, French, Italian, Spanish,
Russian, Simplified Chinese, Traditional Chinese, Korean,
German.

Path » Executable Select executable (*.exe) path for VNC viewer, HMI Viewer,
and cMT Viewer, used to launch the viewers when
connections are established.

General Information Language

Executable VNC executable path
D:/Tools/VNC-Viewer-5.2.0-Windows-64

HMI Viewer path
C:/EBpro_V50102/gui_e30.exe

cMT Viewer path
C:/EBpro_V50102/cMTViewer.exe

VNC executable path

Location of the .exe executable of the VNC viewer. VNC
viewer must be installed separately.

HMI Viewer path

Location of the GUI (gui_e30.exe).

cMT Viewer path

Location of the cMT Viewer, for use with cMT-SVR.

Note: Please try to keep GUI updated as it is the necessary executable for running the
HMI Viewer. A copy of GUI and cMT Viewer which was most current as of the date of
EasyAccess 2.0 release is included in the installation. An update of GUI may be

required when programming environment of the HMI was updated; in this case, find

it in the latest version of EasyBuilder Pro.

HMI States and Access Setting

HMI can be in one of the states: Offline, Online, Connected, Occupied.
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= =]
MyHMI MyHMI e
Offline Online
= o
MyHMI © -
10.7.0.11 - @ Occupied
si# Pass-through @ P
Connected Occupied

The usage or meaning of each icon:

MyHMI

HMI name

10.7.0.6

Virtual IP address. Click to copy the IP address to clipboard.

i# Pass-through

Set up pass-through IP address

Connect to the HMI

Disconnect from the HMI

Access the HMI with VNC viewer (installed separately).

0000

Access the HMI with HMI Viewer

Enter access setting of the HMI, which allows from using of
VNC Viewer or HMI Viewer.

To use VNC Viewer, set executable path in Settings page.
To use HMI Viewer, set executable path in Settings page.

Also, set how project upload and history should be handled.
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VNC (VNC is not configured) Use an existing project file

Always upload project

Use HMI viewer
Upload history a
Clear old history (:}
History files in USB disk a
History files in SD card (
Password
[ ok

HMI Viewer setting

Connection Log

Clicking on the LOG icon brings out the detail connection logs with the VPN,
Authentication, and UAC server. The GUI tab shows information relevant to the use
of HMI Viewer. In additional to viewing them here, it is also possible to save the logs

as a file.

Note: GUI is the necessary component for running the HMI Viewer
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Activity info

YT ... R

TYPE

@

D00 0 0 0 0@ 0 060 0@ 0 8 8 @

TIME
2015-03-25 16:35:30 550
2015-03-25 16:35:30 277
2015-03-25 16:35:30 225
2015-03-25 16:31:18 099
2015-03-25 16:31:15 717
2015-03-25 16:31:15 651
2015-03-25 16:31:15 566
2015-03-25 16:31:14 527
2015-03-25 16:31:14 465
2015-03-25 16:31:01 313
2015-03-25 16:27:07 838
2015-03-25 16:27:06 980
2015-03-25 16:27:06 980
2015-03-25 16:27:06 944
2015-03-25 16:27:05 905
2015-03-25 16:27:02 320

Usage Display

RWE!NTEK

E Save log

»

CONTENT
user_manual Traffic Usage: 5024 KB
user_manual EasyAccess version: 2.2.0
user_manual change state to online
user_manual Traffic Usage: 26 KB
weintek-openvpn 54.65.172.205
weintek-p2p vpn host: 54.65.172.205
user_manual change state to in_use
user_manual EasyAccess version: 2.2.0
user_manual change state to online
user_manual change state to offline
user_manual EasyAccess version: 2.2.0
user_manual EasyAccess version: 2.2.0
user_manual Traffic Usage: 26 KB
user_manual change state to online
choose no. 0 vpn server: TAP vpn server
Login : Weintek FAE.Peter

Connection Logs

The HMI’s total data usage to date for the current month will be displayed.

1
user_manual e
@ 10706 ~

si# Pass-through @

W 7.40mB

Usage Display
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11. Connect to the HMI by EasyAccess 2.0 on PC

Step-by-step for establishing EasyAccess 2.0 connection.

B 1. Launch EasyAccess 2.0.exe.

o0l 2. Enter Domain name, Domain user’s username and password, and then

click [Login].

3. Once logged in, the program will list user’s HMIs and their statuses.

4. Click on connect button to establish connection to an online HMI.
9 Once connected, the virtual IP address will be displayed. It is now
possible to connect directly to the HMI by net services such as VNC,

HMI Viewer, or FTP.

5. When finished, click on disconnect button to terminate the

connection.
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12. Pass-through with EasyAccess 2.0

Remote Pass-through is made possible and simple with EasyAccess 2.0. Similar to the
traditional way of local pass-through, it is done with a helper program in Utility
Manager. Simply enter the virtual IP address obtained in EasyAccess 2.0 in the
pass-through program, as shown in the following figure. The remaining steps are the
same as local pass-through. In doing remote pass-through, additional port settings

are not required.

Pass-through
(@) Ethernet () cOM port
Virtual COM Paort (PC <> PLC)
COM3
Install Uninstall
Settings of Destination HMI
Maode : | Normal LY it
AR %
-
Communication port : | 8000 w | (Default : 3000) "% Pass-through @
Pass-through port : | 2000 w
PLC connection : |[COM 1 W (LW-9202 on HMI))
Apply

Pass-through setting in Utility Manager
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13. Pass-through Connect to a remote PLC on the HMI’s network
(Ethernet pass-through)

EasyAccess 2.0 not only makes possible direct connection to a Weintek HMI, but also

provides pass-through function that enables the user to connect to the PLC on the

remote HMI’s network. Consider an EasyAccess network as shown below where a PLC

is within the same LAN network as the HMI. Here, the PC, by first establishing

EasyAccess 2.0 connection to the HMI, may use the HMI as the relay and connect to

the PLC as well.

VPN Server
WAN [P:

VPN IP- 108 0 1A

VPN IP: 10.8.0.4

Jq

SV
Firewall Firewall
HMI PC
S WAN IP: 5.6.7.8 WAN IP: 1.2.3.4
/’ \\
\ PC can connect to m— Internet
\\ pc ¢ thisPLCvia HMI! m— VPN
-

How to setup pass-through to PLC?

1. On the list of HMI, click on the “Pass-through” icon which appears below the IP

address when connection in active.

user manual
M@ 107.06® i

*i¥ Pass-through @

2. Enter the IP address of the target PLC.
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si# Pass-through

IP | 192.168.1.20

Set

3. Once connected, the IP address of the PLC will be shown. The user may now

launch the PLC program.

1
user_manual e

10.7.0.6 ~
% 192.168.1.20 @

If the remote PLC and the local computer have the same private IP address range, a
warning will appear, indicating that subsequent connection to the PLC’s IP address

will be directed to the remote device instead of the local device if there is any.

This will override connection to
192.168.1.20 to remote device. You see
this message because the IP address
(192.168.1.20) is in your local network
(192.168.1.0/255,255.255.0).
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14. Proxy Server
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A proxy server acts as an intermediary between clients and servers. In some network

infrastructure, especially that of a large scale, proxy servers are used to ensure

security, administrative control, and efficiency of the network. To establish

connection with EasyAccess 2.0 through proxy, however, requires additional settings

in EasyAccess 2.0 client program and/or the HMI.

Proxy settings at PC’s EasyAccess 2.0 client side and HMI side are similar. On PC,

proxy setting window can be called from the setting button of the login screen. On

HMI it is found in the [EasyAccess 2 tab] of system settings. Enter the proxy type, host

address, port number and login credentials obtained from the network administrator.

EasyAcces

-]

]
|
i
Networlk Tim| T
Test
™ Enable Proxy
Easy A
Type : & HTTP | € SOCKS4 i SOCKSS test_user
SCCOURE ¢
| |Host: |192 .|l68 .|1 .|66 Port : |327¢
password
Hwkey =6(

M Proxy server requires a password

Username: Iwemtek

Password:l*”‘*”‘*”‘

Canﬁrm:l*”‘*”‘*”‘|

Password match!

OK | ECancelél

General Information Language
No proxy
Auto-detect proxy settings

Use system proxy settings

Path

Protocol ® HTTP
Host

Port

Use authentication

User name weintek
Manual proxy configuration :
Password ssssse
Proxy Settings

32

& Remember me

SOCKS4

192.168.1.148

»/ Remember my password

[] sign me in automatically

SOCKSS
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Proxy related system tags
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The following table lists the system tags reserved for EasyAccess 2.0 proxy settings:

LW-11170 (16bit)

Proxy Disable/Enable (O: disable, 1: enable)

LW-11171 (16bit)

Proxy Type (0: HTTP, 1: SOCKSv4, 2: SOCKSV5)

LW-11172 (16bit)

Proxy Server IPO

LW-11173 (16bit)

Proxy Server IP1

LW-11174 (16bit)

Proxy Server IP2

LW-11175 (16bit)

Proxy Server IP3

LW-11176 (16bit)

Proxy Server Port

LW-11177 (16bit)

Proxy authentication (0: disable, 1: enable)

Proxy username

(
LW-11178 (16 words)
LW-11194 (16 words)

Proxy password
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15. EasyAccess 2.0 on Android

EasyAccess 2.0 is available for Android devices. With EasyAccess 2.0, users can easily
use VNC or cMT Viewer to access remote HMI. Even though the Ul and available
functionalities on an Android device maybe slightly different from PC, the connection

steps are as simple and straighforward.

EasyAccess 2.0 on Android requires Android version 4.1.2 or later.

App Download
In addition to the main app EasyAccess 2.0, a helper OpenVPN Connector app is
required. Please download the apps from the App store and install the apps, both of

which are free.
Icon App Name App Provider

@ EasyAccess 2.0 Weintek Labs., Inc,

Connector

EasyAccess 2.0 OVPN .
) Weintek Labs., Inc.

Step-by-step connection guide

@ 1. Launch EasyAccess 2.0 app.

o] 2. Enter Domain name, Domain user’s username and password, and then

click [Login].

3. Once logged in, the app will list user’s HMIs and their statuses.

III

4. Click on the connect button to establish connection to an online HM

@ 5. Once connected, the virtual IP address will be displayed. The top
status bar will also display a VPN icon. It is now possible to connect
directly to the remote HMI by VNC or cMT Viewer.
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-

F2F1:44

EasyAcces

cMT-6559

<= Online

49.01me

RWE!NTEK

When finished, return to EasyAccess 2.0 app and click on the

disconnect button to terminate the connection.
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16. EasyAccess 2.0 on iPad

EasyAccess 2.0 is available on iOS for iPad. With EasyAccess 2.0, users can easily use
VNC or cMT Viewer to access remote HMI. However, due to software restrictions,

connection steps are slightly different from those on PC.

EasyAccess 2.0 on iPad requires iOS version 7.0 or later.

Download from the app store
In addition to the main app EasyAccess 2.0, OpenVPN Connect app is required. Please
download the apps from the App store and install the apps, both of which are free.

Icon App Name App Provider

EasyAccess 2.0 Weintek Labs., Inc.

Q OpenVPN Connect OpenVPN Technologies

Step-by-step connection guide

@ 1. Launch EasyAccess 2.0 app

2. Enter Domain name, Domain user’s username and password, and then
click [Login].

3.  Once logged in, the program will list user’s HMIs and their statuses.

e 4. Click on connect button to establish connection to an online HMI.
Dialogue will show with action buttons. Click “Open in OpenVPN.”
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5.

t

F41:42

EasyAcces

@ AirDrop. Tap to turn on Wi-Fi and Bluetooth to
share with AirDrop.

080

Open in Open in Box Open in
OpenVPN iDownloader TeamViewer

RWE!NTEK

In OpenVPN app, add the login profile, and toggle the connection

button to initiate connection.

iPad * W Tz
About OpenVPN
NEW PROFILES ARE AVAILABLE...

54.238.189.54/54.238.189.54
Autologin profile

@ OpenVPN Connect

Profile 54.238.189.54/54.238.189.54
Autalogin profile

Status E Connected

Connection @

CONNECTION DETAILS

Duration 0:00:10 Last packet received 8 seconds ago

BytesIn 5.00 KB Bytes Out  3.49 KB +
MORE FROM OPENVPN TECHNOLOGIES...

Q Private Tunnel -- Your Secure and Private Path to the Internet

Q OpenVPN Access Server -- VPN Solution for your Business

OpenVPN is a registered trademark of OpenVPN Technologies, Inc.

B0% W

Help

@ OIQ)

Once connected, return to EasyAccess 2.0 app and the virtual IP

address will be displayed. The top status bar will also display a VPN

icon. It is now possible to connect directly to the remote HMI by VNC

or cMT Viewer.
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-

When finished,

connection.

1:44

EasyAcces

cMT-6559

<= Online

RWE!NTEK

click on disconnect button to terminate the
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17. Frequently Asked Questions

Q: My HMl is broken down and | am sending back my machine for repair. Can | use
my old EasyAccess 2.0 license on my replacement machine?

A: Please contact us by service request on our website.

Q: | cannot activate while using PC Activator. HW Key text field is showing “Not
Supported.”
A: Please check the HMI’s OS and refer to Ch.18 for the list of PC Activator -

supported model and OS version.

Q: | do not see the EasyAccess 2 tab.
A: Please check the HMI’s OS and refer to Ch.18 for the list of EasyAccess 2.0 -

supported model and OS version.

Q: On the EasyAccess 2 tab, it says “connect to the server fails?” in red.
A: The HMI cannot connect to the internet. Please make sure Internet access is
available to the HMI. Check the IP address, Gateway, and DNS address settings.

If the HMI has an OS version prior to 20140814, you might see this message too. This
indicates that security certificate on the HMI has expired and cannot work with the
EasyAccess 2.0 server. In order to use EasyAccess 2.0 again, you must update the
certificate manually. The update procedure is as follows:

1.  With the latest EasyBuilder Pro, download the EasyAccess 2.0 Demo project (or
any project which allows LW-10820 to be set to 1) to the HMI. When
downloading, make sure EasyAccess 2.0 checkbox is ticked.

2.  Onthe HMI, click the “connect” button (or set LW-10820 to 1); security
certificate update will begin.

3. Check the activation status again in the system information page.

Q: I notice that VPN IP address can change between sessions. Is it normal?

A: Yes, it is perfectly normal. EasyAccess 2.0 connections are established on demand,
so VPN IP address may change. Also,on PC or Android device, IP address starting with
10.8 denotes a connection made in point-to-point (P2P) mode as opposed to VPN
mode. In general, P2P mode allows higher data rate than VPN does. The program will

determine the mode to used based on current network conditions.
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Q: When | try to connect to EasyAccess 2.0 by setting LW-10820, nothing happens.
A: Please make sure that EasyAccess client program is in the HMI. It should have been
downloaded to the HMI during project download. If not, check the version of

EasyBuilder Pro used and whether easy_access_client.e30 is in the firmware folder.

Download “

connecting to HMI and checking password ~
initializing...

downloading C:\EBpro_V41003 - TEST\firmware\com.e30

downloading C:\EBpro_V41003 - TEST\firrmware\gui.e30

downloading D"lRernDte Access\Remote_Access_ MTSlDDlE MPLexob
downloading C:\EBpro_V41003 - TEST\font\Remote_Access MTB100iE_MPI$0.Hf
downloading C:\EBpro_V41003 - TEST\font\Remote_Access MTB100iE_MPI$1.Hf W

Q: I've just updated my OS to the latest release, but my activation disappeared. Do |
have to re-activate?

A: In the EasyAccess 2 tab, click on the [Refresh] button. EasyAccess 2.0 will be
re-activated if the same HMI was previously activated.

Q: I’'m using Windows 8 and the SmartScreen warns that running the software may
put my PC at risk.

A: If you obtained our software from the official channel, either directly from us or
from a trusted dealer, you can rest assured that the software is safe. Click on “More

info”, and then “Run Anyway” to continue.
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18. References

System Restrictions
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Restriction

Description

Data Rate and Usage Limit

# of Domain an HMI can be
registered in
# of users an HMI can be
connected by at a time
# of HMI a user can connect to at
atime

Service Port

Ethernet-Ethernet Pass-through

Data rate at 100 kB/s for the first 1GB and 5
kB/s after.

Usage count restarts on the 1st day of each
calendar month.

1
1. See “Occupied” status in Appendix.

Unrestricted

HTTPS port (443)
11P

Model and OS Support

HMI OS versions that support EasyAccess 2.0

Model OS version or later
eMT3070A 20140624
eMT3070B All versions
eMT3105,eMT3120, eMT3150 * 20140701
MT8070iE, MT8100iE 20140626
MT8050iE, MT8071iE, MT8101iE 20140624
MTS8090XE, MT8091XE All versions
MT8121XE, MT8150XE 20140624
mTV-100 20140815
cMT-SVR 20140715

* EasyAccess 2.0 is not available for eMT3105, eMT3120 and eMT3150 shipped prior

to June, 2012.
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HMI OS that supports PC Activator (current as of July 2015)

Model OS version or later
eMT3070A TBA
eMT3070B 20150603

eMT3105,eMT3120, eMT3150 TBA
MT8070iE, MT8100iE 20150508
MT8050iE, MT8071iE, MT8101iE 20150527
MT8090XE, MT8091XE 20150603
MT8121XE, MT8150XE 20150603
mTV-100 20150508

cMT-SVR TBA
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19. Appendix

Terminalogy

(Online Status) Online:
When an HMI goes on-line, it sends keep-alive information to keep-alive server and
lets all EasyAccess 2.0 clients know it is ready for connection. There is still no

connection in this state unless one EasyAccess 2.0 client connects to it.
(Online Status) Occupied:

When an EasyAccess 2.0 client connects to the HMI, then the HMI is occupied and no

other EasyAccess 2.0 client can connect to it until it is disconnected.

Example for preparing EasyAccess 2.0 page

Here are the steps for preparing EasyAccess 2.0 page from the new template file in
EasyBuilder Pro.

1. Create a new project using templates, and you can see window #76 as

below:

EasyBuilder Pro : EMTP1 - [76 - EasyAccess 2.0 Setting | = =
@ Eile Edit ¥iew Option Draw QObjects Library JIools Window Help -0 X
RI=g = GTR B Jiioe REERRS AL E T A
N M OO D==g AR QAN SO@ME - MG LAY hiR
Windows X 4 10 - WINDOW_010 76 - EasyAccess 2.0 Setting X b
Object list v | ||ERD g

- 721 Delete account ~ .
73: Set privilege EasyAccess 2.0 Setting
74 : Set password mpz
- Start ting
- *76: EasyAccess 2.0 Setting = Setting
77 : EasyAccess 2.0 Proxy Setting
- 78 Command: $tép
- 79
& State: Mifable
- 81
.82 Error code: ®:tcess
83
.8 Session |D: RAAAAAAAAA
- 85
8 Password: ZAAA
87
s Hardware key: ARARARARARARARRARARARALA
- 23 MAAAAAAAAAAAAA FK_3
o1 Close
A hd https://account.ihmi.net

Address | Windows

For Help, press F1

2. Inwindow #10, add a [Function Key] object to popup window #76.
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(@) Display popup window
[#] Close this popup window when parent window is dosed
Style : | No title bar v

Window no. : | 75. EasyAccess 2.0 Setting v

3. Download the project to HMI.
4.  On HMI, click the [Function Key] object which was just added.
5. Click “Start” button.
If the network setting of the HMI is correct, the state will be online

like the following:

EasyAccess 2.0 Setting

Praxy
e

Command:
State:

Error code:
Session ID: 0
Password: 0

Hardware key: KBEY3B3NY-ENDX-3DCN-YZ4D~-

TLBT-ONEKCT6T
Close
https://account.ihmi.net

Fast Sel
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